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Part-A { 5¥12=60M)

Q1.a)Outline the techniques you need to adopt during publishing of a web service from a provider in
UDDI if the provider and his service need to be quickly discovered by a client. {4M)

b)Suppose 1 have a weather forecast service which supports the method getweather (String temp)

Suppose | have published the web service under a business with soap over http binding. Now | want to
remove the above binding and deliver the web service via soap over SMTP binding. Outline how it can

be done ?(4M)

¢} What is meant by busines;-ay, service key and binding key and when and why they are returned by
the UDDI? (4)

Q2.ajwhat is the main difference between invoking a web application from a browser using synchronous
or asynchronous technique?(4M)

b}l want to develop a username and password validation web application where the user usihg aweb
form containing text boxes can enter name and password . Once he clicks the submit button a remote
web application by name validator.php will be invoked and it will give a validation result as simple text
as authenticated user or non authenticated user . That info has to be displayed in the web form. Outline
how the above mechanism can be implemented without any hour glass waiting cursor in the browser on
clicking the submit button.(8M)

Q3a).In SAML outline the difference between authentication and authorization assertion between a
trusted service and a client ?{4M)

b) Outline how using SAML back office transaction a buyer can place order using a seller’s web service
{that requires proper authentication } assuming that they do not know each other but are known to a
trusted service. Specify how the soap request message would look like ?(8M)




Q4.a)0utline any scenario in which cloud computing is the alternative rather than custom hosting of a
web application ?(5M)

b)Outline briefly the different types of cloud services that are in the offering and their significance.(4M)

¢)Outline three main differences between cloud computing and SOA ?(3M)

Q5.a)Suppose A applies digital signing at application layer level and send the information to B. Suppose
an intruder C intercepts the message and replaces the source IP with that of itself. Justify whether B can
detect this intrusion n by having integrity at the application layer ? Justify how to detect the above type
of intrusion ?(4M)

b)Outline how using SSL security a soap req message can be delivered to a secured web service with
confidentiality from a client.(8M)

Part B (4*5=20M)

Q1.Name two important intranet enabled distributed computing protocols, and justify why they can
not be used for internet enabled Computing ?(4M)

Q2. Qutline how will you find the attributes of the given xml doc using DOM parser ? (4M)

<?xml version="1.0"7?2>

<!-- Books writlten by an author -->
<author>

<name> Lee </name>

<Title country="india">C#</Title>
<Title country="usa">java</Title>
<ISBN>20031</ISBN>

</author>

Q3.What are the information you can gather about a web service, using wsd! doc of the same {4M)
(4.Outloine a scenario in which the contents of the following URL has to be xmi digitally signed

hitp://www sports.com/homepage.htm| .




Consider the case where the decrypted signature value of the received xml doc matches with the
computed signaturevalue, but the digest in the digestvalue tag do not match with computed digest.

Justify under what circumstances this can happen ?

Q5.0utline briefly how playback attack can be overcome in symmetric and asymmetric cryptography
?[4M]
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Q1.

<definitions name="weatherforecastservice”
targetNamespace="http://www.examples.com/wsdl/HelloService.wsdl"
xmlns="http://schemas.xmlsoap.org/wsdl/"
zmlns:soap="http://schemas.xmlscap.org/wsdl/soap/"
zmlns:tns="http://www.examples.com/wsdl/weatherforecast . .wsdl"
xmlng:xsd="http://www.w3.org/2001/¥MLSchema™>

<message name="GetTempReguest">

<part name="city" type="xsd:string"/>
</message>
<message name="GettempResponse'>

<part name="temparature" type="xsd:string"/>
</message>

<portType name="Gettemp PortType">
<operation name="Gettemp">
<input message="ins:GettempReguest"/>
<output message="tns:GettempResponse"/>
</operation>
</portType>

<binding name="Gettemp Binding" type="tns: Gettemp PorlType">
<soap:binding style="rpc" -
transport="http://schemas.xmlsoap.org/soap/http"/>
<operation name="Gettemp">
<soap:operation socapAction="Gettemp"/>
<input>
<soap:body
encodingStyle="http://schemas.xmlsoap.org/scap/encoding/"
namespace="urn:examples: weatherforecastservice"
use="encoded" />
</input>
<output>
<soap:body
encodingStyle="http://schemas.xmnlsoap.crg/scap/encoding/"
namespace="urn:examples: weatherforecastservice"

use="encoded" />
</output>
</operation>
</binding>
<service name=" weatherforecastservice">
<documentation>WSDL File for HelloService</documentation>
<port binding="tns:Gettemp Binding" name=" Gettemp_PortType ">

<soap:address
location="http://www.weatherforecast.com/weatherforecastservice/">




</port>
</service>
</definitions>

Using the above wsdl doc derive the soap request and response of the
Weatherforecastservice including http headers (3+3)

Q2. Consider Alice and BOB. Both of them want to do secured conservation.
a)Alice wants to have PGP certificate whereas Bob wishes to have X.509 certificate. They
want to do secured exchange of confidential information files using public key
cryptography.(2M)

b)At some point of time Alice finds that its private key got corrupted .(2M)

¢) or at some point of time Alice finds that its private key got compromised by Trudy. (2M)

Outline a solution about how to tackle the above issues with minimum software overhead in
Alice’system and Bob’s system
d)can you comment about the need for following soap request given below?(2)
<?xml version="1.0" encoding="utf-8"?>
<LocateReguest smlns:ds="http://www.w3.0rg/2000/09/xmldsig$"
xmlns:xenc="http: //www.w3.0rg/2001/04/zmlencH#”
Id="I4593b8d4b6bd%ae7262560b5del016bc"
Service="http://test.xmltrustcenter.org/XKMs"
xmlns="http://www.w3.0rg/2002/03/xkms#">
<RespondWith>KeyValue</RespondWith>
<QueryKeyBinding>
<dg:KeyInfo>
<ds:X50%Data>
<ds:X50%Certificate>MIICAJCCAWN+gAWIBAGIQlzQov
IEbLLhMa8K5MR/juzAJBgUngMCHQUAMBIXEDAOBgNVBAMTBlRlC3QgQOEthCNMDIWNjEZMjEZMZ
Q
ZWhoeNMz kxMjMxMiM
1CTUSW; AsMSowKAYDVOQGEyFVUYBPPUFsaWN1 IENvenAgQ04 SCWxpY 2UgQWEyZHZhemswgZ 8wDQYJ
K
0ZIhvcNAQEBBQADY
YOAMIGJAOGBAMoy4c9+NONJVJUnV8quBbe4FOJCUOthbGJpO2imiQx%EJSCt27Z/pVUDreXTyC
tC
WoeqR5a40JCOmvN
mRULg2d8 1HXyA+iYP14L6enUllbkLjrhPPEMDSASYH ] yvnCN4S44+Hr OpaAlMIXKuw8 ZMkjGYsr4 £8Y
pP
ELOH5PDJEEAgMBA
AGjRZBFMEMGAlUdAQQBMDqAEEVrlg8CXZEdeX4GAlD6TahFDASMRAWDgYDVQQDEdeZXNOIENth
By
sVHEiINFiiEZ2I1xWv
mJYeSMAKGBSsOAWIdBOADGYEAKp+REKNDMIVIbooSNcoIeV/wVewlbPVKEDOUWMhAdRXUA94uRLTiF
fm
P9GoNO8Jkurz/gF
18RFB/70oLrVY+cpzRoCipenAnmhChGY8FNFmhyKULtFhVFAFXB5QUg T kmkRNENkOmeb808 7x00Xkt
nv
NzcJIDes9PMNxrvVt
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<?xml version='1.0"'

ChzjaFAE=</ds:X50%Certificate>

<SignedPurchaseOrder>

</ds:X50%Data>

</ds:KeyInfo>

<KeyUsage>Signature</KeyUsage>
</QueryKeyBinding>
</LocateRequest>

encoding='UTF-8'7>

<PurchaseCrder id="id0" =zmlns="urn:purchase-order">

<Customer>
<Name>Robert Smith</Name>

<CustomerId>788335</CustomerId>

</Customer>
<Ttem partNum="C763">

<ProductId>6883-JF3</ProductId>

<Quantity>3</Quantity>

<ShipDate>2002-09-03</ShipDate>

<Name>ThinkPad X20</Name>
</Item>
</PurchaseOrder>

<Sigrnature xmlns="http://www.w3.o0rg/2000/09/xmldsig#">

<SignedInfo>

<CanonicalizationMethod Algorithm="http://www.w3.crg/TR/2001/

REC-xml-cl4n-20010315"/>

<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/

zmldsig#rsa-shal”/>
<Reference URI="#id0">

<DigestMethod Algorithm="http://www.w3.0rg/2000/09/

xmldsighshal™/>

<DigestValue>UfeiscUCL7QKhZtRDLWDPWLpV1A=</DigestValue>

</Reference>
</SignedInfov
<SignaturevValue>

Ptysg8WAHI 2mxwryCOt519r 9gZm/ 2gNEFNOJyH1Wak4nClegRpe7 2 tWns 1. gAKE

yopmgUSH3TG

aGGQFIBTSvk3JUUY/ 1) rw+SFpTpf3hgZBi7GEWE6WEXgZVMYCUKI1vR/

421MZy7POXRUyy37
ZUzQHEmMCYkBorEkEx1J4CYRBOG2 =
</Bignaturevalue>
<KeyInfo>
<X50%Data>
<X50%Certificate>

MIIDG)CCRAOCgAWIBAGICAQAWDOYJKO . .

CEThbmFnYXdhMOBWDQYDVQQHEWZZYW .

DgYDVCODEwdUZXNOIENBMBAX DTAXMT

BhMCS1AXETAPBgNVBAgTCEThbhMOww ...

ALUEAXMJUZ InbmFOdX IIMIGEMAOGCS

M]sseD8ms9HBgasZROVOAvsbytBl8d ...
NJdCRpyF3iPoydckle7E7gISw304N0 ...
dQIDAQABO4HzMIBWMUAEWQCMARYDVR ., ..
UINMIEd1bmVyYXR1ZCBDZXJO0ZTADB ...
gYgGAlUdIwSBgDB+gBR7FUT9bLBzIe ...
BgNVBAGTCEthbmFnYXdhMQBwDQYDVQ . ..
VEJMMRAWDgYDVQODEWwdUZXNOIENBgY ...

2NsZdzl+wmoYyejB5J6Ch2ygdPeibM

hJbhzdazpWulX22XqgyU9£fUqeQUtEARd .

</¥X509Certificate>

. LMAkGAIUEBhMCS1AXETAPBgNVBAQT
TAQLCTTEMMACGALUECRXMDVEIMMRAW
. XMTAWMTA3MTYxMFowUDELMAKGA1UE
JOk0xDDARKBgNVBASTALRSTDESMRAG
. NADCBiQOKBgQCWNFQiPEInUZnkmzoc
jBdprX+epfF4S5INPSankfphhr 90XA
TOVPqiXIDVICHAu6GhIoJERISTyzx
gMCWECWCGSAGG+EIBDOQEFh1 PeGVu
UYapFvOMvQINNnlQ7zgzqgkadXORsw
FipGEwWKzEIMAKGA1UEBhMCS1ARETA
AKBgNVBAOTAQICTTEMMAOGALUECXM
BBQUAA4GBALFzGDXMzrxIvOnCdJICMZ
. grlBNlgS8VgRényviHsVIvgBIwx37D

JXTFzzvm/3D0EiBkX/BT78YdM8eql




[47] </X509Data>
{483 </KeyInfo>
[45] </Signature>

</SignedPurchaseOrder>

Assume that the above doc is sent to Bob from Alice. Outline how Bob verifies the signature of
the above signed document.(3M)

Q4 .How the receiver of the below XML part of scap request message will
decrypt and understand the contents of scap request message. [3M)

<S:Envelope>

<S:Header>

<wsse:Security>

<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="..."/>
<ds:Keylinfo>
<wsse:SecurityTokenReference>
<wsse:Keyldentifier EncodingType="wsse:Base64Binary"
ValueType="wsse:X509v3">
F2JfLa0GXSq...

</wsse:Keyldentifier>
</wsse:SecurityTokenReference>
</ds:Keyinfo>

<xenc:CipherData>
<xenc:CipherValue>...</xenc:CipherValue>
<fxenc:CipherData>

<xenc:Referencelist>
<xenc:DataReference URI="#body"/>
</xenc:Referencelist>
</xenc:EncryptedKey>

</wsse:Security>

</S:Header>

<S:Body>

<xenc:EncryptedData [d="body">
<xenc:CipherData>
<xenc:CipherValue>...</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedData>

</S:Body>

</S:Envelope>
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Q1. Outline briefly about Virtual private network ?[ZM].

Q2 using simple case study outline how XML encryption compares with simple SSL security?[2 m]

Q3.How will you decrypt the XML doc given below ?[2m]

<Employee>

<Name>Dave Remy</Name>

<SocialSecurifyNumber>

<EncryptedData id="socsecnum" Type="http.//www.w3.0rg/2000/08/
xmidsig#content™

<Keyinfo>

<KeyName>Jothy Rosenberg</KeyName>

</Keylnfo>

<EncryptionMethod Algorithm=", . " />
<CipherData><CipherValue>. . .</CipherValue></CipherData>
</EncryptedData>

</SocialSecurityNumber>

<Salary>

<EncryptedData id="salary" Type="htip://wvww.w3.0rg/2000/09/
xmldsig#content™

<EncryptionMethod Algorithm=". . ">
<CipherData><Ciphervalue>. . .</CipherValue></CipherData>
</EncryptedData>

</Salary>

<EncryptedKey>

<EncrypficnMethod Afgorithm=". . " />

<CipherData>




<CipherValue>. . .</CipherValue>

</CipherData>

<Referencelist>

<DataReference URI="#socsecnum™ />

<DataReference URI="#salary" />

</Referencelist>

<CarriedKeyName>Jothy Rosenberg</CarriedKeyName>
</EncryptedKey>

</Employes>

Q4. How a receiver of the given xml doc will validate the signature? [2m]




Q5.How areceiver of the given doc will verify the integrity of the doc and get the original xml doc ?

. <MyDocument>
<EncryptedData id="encryptedDatal ">
<EncryptionMethod Algorithm=". . " />
<CipherText>

<CipherValue>. . .</CipherValoe>
</CipherText>

<KeyInfo>

<EncryptedKey>

<EncryptionMethod Algorithm="., " />
<CipherText>

<CipherValue>, , . </CipherValue>
</CipherText>

<Keylnfo>

<X509Data>
<X509Subject>0=HisCompany, OU=Technology,CN=Jothy
Roesenberg</X5095ubject>
</X509Data>

</KeyInfo>

</EncryptedKey>




., </Keylnfo>

</EncryptedData>

<Signature>

<SignedInfo>

<CanonicalizationMethod Algorithm=". . ." />
<SignatureMethod Algorithm="..." />
<Reference URI="#encryptedDatal'>
<DigestMethod Algorithm=", . ." />
<DigestValue>, . .</DigestValue>
</Reference>

</SignedInfo>

<SignatureValue>. . .</SignatureValue>
<KeyInfo>

<X509Data>
<X509Subject>O=MyCompany,OU=Engineering, CN=David
Remy</X5098ubject>

</X509Data>

</Keylnfo>

</Signature>

</MyDocument>
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Q1. An xml schema is given below:
<?xml version="1.0" encoding="utf-8"7?>
<xs:schema elementFormDefault="gualified"”
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="Address">
<xs:complexType>
<¥%s:sequence>
<xs:element name="Recipient” type="xs:string" />
<xs:element name="House" type="xs:string” />
<xs:element name="Street" type="xs:string" />
<xs:element name="Town" type="xs:string" />
<xs:element name="County" type="xs:string" minOccurs="0" />
<xs:element name="PostCode">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:pattern value="[0-8]1{5}(~-[0-9]{4})?"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="Country">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="FR" />
<xs:enumeration value="DE" />
<xsg:enumeration value="ES" />
<xs:enumeration value="UK" />
<xs:enumeration value="U0US" />
</xs:restriction>
- </xs:simpleType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>

Derive an xml doc that conforms to the above schema?[2m]
Q2. What are the events fired by a sax parser for the following XML doc.[2m]

<?xml version="1.0" encoding="UTF-8"7>




<dots> _

this is before the first dot
and it continues on multiple lines
<dot x="9" y="81" />
<ﬂip>

flip is on _

<dot x="196" y="14" />

</flip>

</dots>

Q3.Using DOM parser I want to parse an XML doc and print the number of child nodes for the
root element. Assumning a non validating parser give the smippets of code to achieve the

same.[2m]

Q4.

POST /weatherforecast HTTP/1.1

Host: www.weather.org
Content-Type: application/soap+xml; charset=utf-8 Content-Length: 150

<?xml version="1.0"?>
<soap:Envelope
xmlns:soap="http://www.w3.org/2001/12/soap—envelope"
soap:encodingStyle=http://www.wB.org/2001/12/soap—encoding”>

<soap:Body xmlns:m="http://www.stock.org/stock">
<m:GetTemp>
<m:city>Newyork/m:city>
</m:GetTemp>
</soap:Body>
</soap:Envelope>

A web service is invoked using the above type of soap request.
Justify whether the web service is RPC or document centric?{2m]

Q>.Consider a credit card validator application which requires
the name of the holder and value of the Credit card number. I
want to implement the same using RPC web service and simple web
enabled application. How the invocation of the credit card
validator differs in both the cases ?12m]







