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PART-A (5*2=10 M)

Q1.Outline the difference between web service and ebxml

Q2.What are the types of category bags for classifying web service in UDDI ?
Q3.Consider WEP security used in wireless lan. Let the size of the frame is 1000bits.
Sppose the 24-bit vector((thus the 64-bitkey also) key get repeated approximately after
say 3 secs. Then what should be the rate of the wireless data link in bits/sec

Q4. Specify two important advantages of ESP type of IP security compared to AH type of
[P-security

QS. Compare the difference in authentication mechanism provided by KDC and
certificate authority.

PART-B Answer all the questions .All carry equal marks

Q1a) Outline clearly the adavantages of ajax enabled web application compared to non-
ajax applications (5M)
b).Design an Ajax enabled auto completion application which will be used for selecting
frequently used names in a text box with necessary block diagram.(5M)
Q2.Two applications A and B want to securely transfer data across the internet using
appropriate encryption and decryption.
a) The applicationsf wish to plug in different PKI solutions based on the need,
without requirin any modification of the application itself.
b) The applications do not have any means to generate the keys as well as
interpreting the igital certificates exchanged.
¢) They aiso need mechanism to convey the loss of keys and take protective
measures. ‘
With necessary diagrams design an appropriate mechanism to solve the above
problem step by steE.
(10M) ‘

Q3a)O0utline clearly support for web services as well as secured web services
development in java and C# IDES.(5M)

b)How will you build a web service client for invoking say a stockquote web service
? (5M)



elow is the WSDL document for a web service

<?xml versilon="1.0" encoding="UTF-8"?>
<definitionls
name="Wea herSummary"
targetNa space=

"http://www.roguewave.com/soapworx/e amples/WeatherSummary.wsdl"
Xmlns="ht p://schemas.xmlsoap.org/ sd1l/"
Xmlns:soa ="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:tns

A_,p:fxwww.r@quewave.com/soach:x/examplQs/weatheISJmmafy

:sd">

<types>
<xsd:schema
targe Namespace=

<xfd:element maxOccurs="1"
nillable="true" type="xs
<x$d:element maxOccurs="1"
name="windSpe¢ed"
nillable="true" type="xsd
<xgd:element maxOccurs="1"
nillable="true" type="xsd:string"/>
<xgd:element maxOccurs="1" inOccurs="1" name="temp"
nillable="true" type="xsd int"/>
</xsd:sequence>
</xsd:domplexType>
</xsd:schema>
</types> |

inOccurs="1" name="zipcode"
istring"/>
inOccurs="1"

iunsignedInt"/>
inOccurs="1" name="sky"

<message na

<part na
</message>
<message na

e="getSummary">
="zipcode" type="xsd:string"/>

e="updateWeather">
="weatherData" type="wsx:WeatherSummary"/>
="port" type="xsd:string"/>
="transportName" type="xsd:string"/>
="weatherData" type="wsx:WeatherSummary"/>
</message>
<message na e="getSummaryResponse">
="weatherData" type="wsx:WeatherSummary"/>

</message>



<portType name="WeatherSummary">
<t-- request—responserequest—response —-—>
<operation name="getSummary">
<input message="tns:getSummary'/>
<output message="tns:getSummaryResponse"/>
</operation>
<!-- One-way -->
<operation hame="updateWeather"s

<input message="tns:updateWeather"/>
</operation>

<!-- Notification -—>
<operatijon name="weatherNotification“>

<output message="tns:getSummaryResponse"/>
</operation>
</portType>

<binding mame="WeatherSummary" types
<soap:bilnding style="rpc"
transpbrt="http://schemas.xmlsoap.org/soap/http"/>
<operatibn name="getSummary">
<soap:bperation SoapAction="getSummary"/>
<input®
<soaﬁ:body use="encoded"

="tns:WeatherSummary">

encodingStyle:”http://schemas.xmlsoap.org/soap/encoding/”

:e:”http:f/www.rogucwaw

.ccm/soapworxﬁaxamples”/b

2 theader message="

use="literal"/>
</input>
<output>

<soap:body use="encoded"

1S :getSummary" part="header"

enccdindstwlei”http://Schemas.xmlsoap.org/soap/encodinq/”
names déef”http:fﬁwww.roqpewave.com/soapworx/@xampLES”ﬁ”

</output>
</operatipn>
<operation hame="updateWeather">
<soap:operation SoapAction="updateWeather"/>
<input>
<soaptbody use="encoded"

encodingstyle#"http://schemas.xmlsoap.o#g/soap/encoding/"

namesp:

i;”http:/ﬂwww.roquewave.com/soapworx/examples”ﬁb
</input>

</operation>

<operation name="weatherNotification"s '

. 0 . . s [1
<soap:operation soapAction="weath rNotification"/>
<output>

<soap:body use="encoded"

encodingStyle="http://schemas.xmlsoap.o#g/soap/encoding/"

- Ve N TnT ~xr [ asra - e Wil
namw%pace—”http:/fwww.rogu&wave.gom/boaprLA/@“umplcu /

</output>



</operdtion>
</binding>

<service namef”WeatherSummary”>
idocumentation>WeatherSummary</documentation>
<port ndmei"WeatherSummary" bindian”tns:WEathe:Summary”>

<soap:address
iocation="http://localhost:8 90/weather/WeatherSummary"/>

</port>

</service»

</definitions>

The above definition is the WSDL definition for a web service

a) Specify the methods and parameters of the methods supported by the web
service.

b) Message flows for each method
¢) The type of binding for soap messages
d) The url where the web service is located

Q5.a)compare the UDDI with ebxml] repository.(5M)

b)Specify the steps involved in publishing a stock quote web service under a business
IBM (5M)
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Q1.Outline clearly in xml digital signature why there is a need for
finding out two types of digests with simple examples?(4M)

Q2.Outline how will you design a saml based System for doing
back office transaction using SSO with the help of appropriate
block diagram(4M)

Q3)Outline with example a major loop hole in WEP security of
wireless lan and how and when it occurs 7(4M)

Q4.0Outline clearly how Alice gets authenticated with Bob using
Key Distribution centre(KDC)(4M)

Q5. Outline clearly the merits of XML encryption compared to
SSL using a case study.(4M)
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Answer all the questions
QL. Outline the steps involved in parsing and getting all the information from the
following xm] document using DOM parser.(5 M)
<?xml version="1 " encoding="UTF-8"9>
<BOOK>
<AUTHOR COUNT RY="INDIA”> Aho, A V. </AUTHOR>
<TITLE> Compilers: Principles, Techniques, and Tools </TITLE>
<PUBLISHER> Addison-WesJey </PUBLISHER>
<YEAR> 1985 </YEAR>
</BOOK>

<AUTHOR > Aho, A. V. </AUTHOR>

<TITLE> Compilers: Principles, Techniques, and Tools </TITLE>
<PUBLISHER> Addison—Wesley </PUBLISHER>

<YEAR> 1985 </YEAR>

</BOOK>

Q4.2)Why there is a need for XSLT processor? (2M)
b)With appropriate reasons justify whether we can use XSLT processor on the server

or browser side ? (3M)

Q5. WRT the below XML document I want to print the contents of AUTHOR
element using SAX parser. Outline how it can be done ? (4M)

<?xml version="1.0" encoding="UTF-8"?>

<BOOK> |

<AUTHOR COUNTRY="INDIA"> Aho, A. V. </AUTHOR>

<TITLE> Compilers: Principles, Techniques, and Tools </ ITLE>
<PUBLISHER> Addison-Wesley </PUBLISHER>

<YEAR> 1985 </YEAR>

</BOOK



